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OVERVIEW 

Sign In With Google helps you to quickly and easily manage user authentication 
when accessing Gmail via Exponent API’s CloudMail collection tool.  Users sign 
into a Google Account, provide their consent, and securely share their profile 
information with Exponent API.   

 

For clarity and brevity purposes, references to Exponent API are meant to 
inclusively and specifically refer to the CloudMail module within the library. 

 

This process involves three steps: 

1. Exponent API will attempt to connect to Google’s IMAP server using the 
credentials your provide (namely, a username and password).  A username 
in this context is a valid Gmail account (e.g., somebody@gmail.com). 
 

2. During the connection attempt, Google will prompt you to check a box to 
allow Exponent API to access the Gmail account information.  Specifically, 
you will need to grant permission so that the emails can be accessed, 
examined and downloaded.  In this step, once you check the permissions 
box, an Authorization URL will be generated. 
 

3. The Authorization URL provided in step #2 must then be provided to 
Exponent API (via Copy and Paste) so that a request can be made to Google 
for “Access Tokens”.   Once the tokens are granted, then Exponent API can 
proceed to access the Gmail account. 
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THE PROCESS (ANIMATED) 

STEP 1(a) 

In this step, you MUST choose the same Gmail account (username) as the one 
your entered into the Exponent API’s  Host Connection Settings.  If the Gmail 
account entered does not appear in the list below, you will have to use the “Use 
another account” to log in. 
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STEP 1(b) 

Here, you need to sign-in to the Gmail account (username) entered into Exponent 
API’s Host Connection Settings. 
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STEP 1(c) 

If you are using an early pre-release version of Exponent API you will need to 
select the Continue hyperlink as shown below in order to move forward with the 
sign-in process. 
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STEP 2(a) 

The next step requires you to grant permission to Exponent API so that access can 
be granted to the Gmail account and it’s contents.   

 

You will have to click on the box next to the Read, compose, send, and 
permanently delete all your email from Gmail warning message. 

 

NOTE:  Do not worry!  Exponent API will never alter or delete anything from the 
Gmail account being accessed.  Access and handling of any of your emails is 
restricted to “read-only” methods. 

 

You can then click on Continue to move to the next step. 
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STEP 2(b) 

Copy  the Authorization code that will then be presented to you.  It’s okay to close 
the browser at this point.  Clicking on the small icon next to the Authorization 
code will copy it to the Clipboard for you.  Once you have done that, close the 
browser and return to the Step 2 box within the Exponent API Host Connection 
Settings page as shown. 
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STEP 3(a) 

Paste the Authorization code into the Step 2 box as shown below, found on the 
Host Connection Settings page within Exponent API. 

 

 

Once pasted, click on the STEP 3: REQUEST ACCESS TOKENS button. 

 



 

Accessing Gmail with Google Sign-In Using Exponent API© and CloudMail ™                         Page 11 of 12  

Exponent API© and CloudMail ™ are Registered trademarks of API Forensics Inc. 

STEP 3(b) 

After clicking on the STEP 3: REQUEST ACCESS TOKENS, a request will be make to 
Google using the Authorization URL.  If successful, a caption will appear below 
that button indicating a success or failure to connect.  See example below. 
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Step 3(c) 

Once your Token has been obtained successfully, you can then proceed to 
connect to the Gmail IMAP server to retrieve a list of mailbox folders.   

This is accomplished by clicking on the CONNECT TO MAIL SERVER button in the 
bottom right corner of the window as shown below. 

 

 

 

 


